Compliance Component

DEFINITION

Name Hashing

Hashing is the process of using an algorithm to encode information to ensure
message integrity. Hashing makes it computationally infeasible to:
1. find a message that corresponds to a given hash output, or
Description 2. find two different messages that produce the same output.

Secure hashing is typically used in conjunction with other cryptographic
algorithms.

Rationale Hashing provides an additional layer of security to complement encryption.

¢ Indicates to the recipient whether electronic information has or has not
been modified during transmission.

Benefits e Provides varying levels of confidentiality depending on the hash used.
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COMPLIANCE DETAIL
e The four approved algorithms for hashing are:
0 SHA-1
0 SHA-256
State the Guideline, Standard 0 SHA-384
or Legislation 0 SHA-512

e Hashing can be used for, but not limited to, protecting attachments
in email, files being transferred and files in storage on various
media.
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Federal Information
Name Processing Standards Website
Publication 180-2

http://csrc.nist.gov/publication
s/fips/fips180-2/fips180-2.pdf
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